From a regulatory perspective, three issues will influence the ultimate utility and success of doctor-on-call and other telemedicine services. These include the patientdoctor relationship, data security, and data sharing.
The incorporation of teleconsults as one of the services offered by insurance companies is growing. Oscar Insurance Corporation based in New York, for example, positions teleconsults as a central part of their marketing strategy. The company provides a doctor-on-call service over the phone at any time. In addition, it offers a mobile application that enables its customers to view and manage their health history, including doctor visits, prescriptions, and lab work.
From a regulatory perspective, three issues will influence the ultimate utility and success of doctor-on-call and other telemedicine services. These include the patientdoctor relationship, data security, and data sharing.
Maintaining the Patient-Doctor Relationship
When used properly, telemedicine has the potential to enhance the patient-physician relationship through increased opportunities to communicate and improved access by both parties. But there is the risk that by eliminating, or at least minimizing, common face-to-face consultations, telemedicine may disrupt some of the traditional principles that govern the physician-patient relationship. In 2014, Dr. Robert Wah, President of the American Medical Association, asserted, "We always look to have the best possible information to take the best possible care of our patients. And we feel that face-to-face interactions are a rich source of that information. It's hard to come to that level of information through other modalities." Dr. Wah acknowledges that exceptions include emergencies and physician cross-coverage. "But those are the outliers." 
Quality of Decision Support and Predictive Clinical Algorithms
One area that has not garnered sufficient attention from regulators or providers is around the quality and effectiveness of decision support tools and predictive algorithms that are beginning to flood the marketplace. If powered by a high level of positive predictive value (PPV), these tools have the potential to serve as early warning systems (e.g., who is going to be hospitalized or who is going to become a diabetic) and "force multipliers" for providers (e.g., what is the best course of action for my particular patient based on the best published evidence and outcomes in thousands of similar patients).
In this regard predictive algorithms can serve as a "super diagnostic" tool for providers that can help optimal and timely allocation of scarce resources.
On the contrary, dependence on a less effective decision support tool can cause expensive medical resources to be directed towards less effective therapy or on patients who may not be the best targets. At worst, poorer algorithms (just like lower quality providers) can miss out on serious developing conditions or complications.
In this regard it is important to note that highly effective predictive models of the future will need to be powered by large volumes of anonymized patient-level longitudinal data Already this year, hackers infiltrated the computer systems of two Southern California hospitals with ransomware-malware that restricts access to a computer system and demands that the user pay a ransom to remove the restriction.
Clearly, passwords are antiquated. New strategies are needed to meet the challenge of electronic medical record interoperability between payers and providers. One option known as blockchain technology was first used for Bitcoin transactions. Elsewhere on the TMT website, contributor Peter Nichol proposes that blockchains may also be used There is also a need to modify and update HIPPA (Health Insurance Portability and Accountability Act) regulations and allay skepticism over the reliability of technology and potential devastation resulting from compromised patient information. These concerns can be addressed through a combination of legal, technical, and administrative security measures combined with assurance that ultimately patients control their data and may opt out if they feel it is in their best interest.
One approach to empower consumers' ability to control their records-and ultimately their healthcare-is Blue Button (Figure 1 There are also pledges of support from numerous health plans across the United States.
In the future these data, with patient permission, may also be used in a disaggregated form to further medical research.
Conclusion
Today, the healthcare industry is in the process of responding to increasing consumer demands for convenient and affordable alternatives to traditional healthcare. Surely, telehealth will continue to permeate healthcare at all levels as a natural extension of team care. However, our ability to successfully navigate significant regulatory issues will determine the extent to which hospitals, health systems, and other providers can offer specific telehealth services and meet the primary goal of improved societal healthcare. 
